M
nE , ‘
u_ = IVERSITE ' COLLEGE STEE
..=. DE PAU ET DES E SCIENCE§ ET TECHNOLOGIES
N PAYS DE 'ADOUR ;| POUR L'ENERGIE ET 'ENVIRONNEMENT
I

Enhanced loT Data Sharing Management
using semantic rule manager and Data
Provenance

DMCESE 2021 Workshop

Nouha Laamech, Manuel Munier and Congduc Pham
Universite de Pau et des Pays de ’Adour, E2S UPPA

LIUPPA

Nouha Laamech, Manuel Munier and Congduc Pham - UPPA ‘ ‘ A



LI
L] |
.l_-l f'lwensn'é
2" Pas € LADOUR
u

() Context & Problematic

() Proposed approach

(O Use case : Smart agriculture
(O Proposition : loT Data Sharing Management system

() Challenges and discussion

()  Conclusion
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Security issues

Encourage the user

to share their data ﬁ

Ensure that data is «
used correctly

Putting the user at
the core of the
solution
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Security issues

Encourage the user (i) allow data owners to

to share their data be informed where
their data is being
involved

Ensure that data is « (ii) allow service provider

used correctly entities to ensure

they meet the
technical and legal
requirements of a

given activity

Putting the user at
the core of the

solution (iii) Informational self-

determination
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Case study: smart agriculture
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Case study: smart agriculture
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Case study: smart agriculture
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 Data owners set the
requirements that other parties
need to respect to be able to use
their assets.

* Matching the data owner’s
preferences with the requester’s
demand for access entails using
the same vocabulary that
describes the privacy
requirements.
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Semantic Rule Manager

 Data owners set the
requirements that other parties
need to respect to be able to use
their assets.

* Matching the data owner’s
preferences with the requester’s
demand for access entails using
the same vocabulary that
describes the privacy
requirements.
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Data provenance

Storing information about the
origin of the data, the
transactions performed on the
data, and the history of the
processing from its initial source
to its current state.

Ascending traceability : data
requesters to trace the origin of
a data item.

Descending traceability: data
providers to be informed where
their data is distributed
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Proposition
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* Legal requirements for loT security in Europe are rarely
considered through the building of loT data management
systems.

* A flexible Data provenance system : the system must remain loose enough to
not shut down all access at once

* Operational objectives and strategic visions of the involved entities are
different and vary from one organization to another, leading to a
potentially biased quality of the produced data.
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@ The data producer has little to no control over his loT data once
shared, and data requesters don’t have the ability to trace the
source of the asset as well as its processing history to tailor it to
their business needs.

@ Place agents at the core of a distributed solution : data producers
set the requirements that service providers need to respect to be
able to use their assets.

@ Semantic model based rule manager and data provenance and as
a privacy preservation mechanism for loT applications.

@ Itis not limited to personal data (GDPR).
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