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Collect/Organize Analyse Services

Data 
producers/owners

Data brokers

Service providers

Types of actors500 billion objects 
connected [1] 
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Security issues

I

Putting the user at the 
core of the solution

Trace the source of the
asset as well as its
processing history.

No control over IoT 
data once shared 
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Putting the user at 
the core of the 

solution

Encourage the user 
to share their data

Ensure that data is 
used correctly

(i) allow data owners to be informed where their data is being involved

(ii) allow service provider entities to ensure they meet the technical and legal 
requirements of a given activity
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IoT data sharing management system
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Value Proposition
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Building user trust and 
encourage data 

sharing

Fulfilling current 
compliance obligations

Informational self-
determination

Iot data sharing management system supports :
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Semantic Rule Manager
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Privacy 
preferences

Semantic 
rules

Ontology

Rule engine
-Received terms of services
-Fulfilling current compliance
obligations

Semantic rule manager • Data owners set the
requirements that other
parties need to respect to
be able to use their assets.

• Matching the data owner’s
preferences with the
requester’s demand for
access entails using the
same vocabulary that
describes the privacy
requirements.
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Data provenance system

• Storing information about the origin of the data the transactions performed on
the data, and the history of the processing from its initial source to its current
state.

• Ascending traceability : data requesters to trace the origin of a data item.

• Descending traceability: data providers to be informed where their data is
distributed
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Data provenance 
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Models techniquesArchitectures

• PROV [2]

• UML2PROV [3]

• Ontology-based data 
provenance (ORDM) 
[4]

• Centralized
architectures

• Distributed 
architectures

• N-tier 
architectures

• Semantic-based
techniques

• Blockchain-based
techniques : 
BlockPro [5]
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- Privacy protection
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- Mechanism on all 
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- Key agreement

- Node authentification
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Challenges and discussion
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• Legal requirements for IoT security in Europe are rarely
considered through the building of IoT data management
systems.

• Operational objectives and strategic visions of the involved entities are 
different and vary from one organization to another, leading to a 
potentially biased quality of the produced data.

• A flexible Data provenance system : the system must remain loose enough to 
not shut down all access at once
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The data producer has little to no control over his IoT data once
shared, and data requesters don’t have the ability to trace the
source of the asset as well as its processing history to tailor it to
their business needs.

It is not limited to personal data (GDPR).

Semantic model based rule manager and data provenance and as
a privacy preservation mechanism for IoT applications.

Place agents at the core of a distributed solution : data producers
set the requirements that service providers need to respect to be
able to use their assets.
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