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= |mplementation of a decentralized architecture allowing the sharing and
traceability of information.

= Design and develop a dynamic usage control policy (i.e. able to adapt
according to the context), to address data governance issues in loT

environments.

=  Generate licenses that stay attached to an observation.
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Information security requirements

Semantic interoperability, data governance, digital commons
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Contextual usage control

management

= Modeling a usage control model within OrBAC

OrBAC Mechanism
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= Exemple of a usage control role

“access”,

LRI

R1=Permission("Data_Producer_Facility”,” farmer”,
soil_humidity”, "delete_after_treatment”)
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= Translation model

Translation model

- |dSM Ontology
OrBAC Model — RDE & OWL — SWRL rules

- Inference

Defines engine Generate
usage policy

Data publisher Licence
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= Translation model

Contextual usage control
management

OrBAC Model

Defines
usage policy

Data publisher

Translation model

= Rule translation with our model

R1~
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\fenerate

License

- |dSM Ontology

JI—> _ RDF & OWL SWRL rules

I - Inference

I engine
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Consumer(?c) AObservation(?obs) A
Professional(?r) A Prov Activity(?a) A
Context(?cntx1) A IoT _device(?device) A
isMadeBy(?0bs, ?device) A OperationType(?op) A
hasRole(?c, ?r)hasView(?a, ?0bs) A
AhasSubject(?a,?c) A hasOperationType(?a,?0p) A
hasContext(?a, ?cntx1) A
sameAs(?0bs, soil_humidity) A
sameAs(?cntx1, delete_after_treatment) A
sameAs(?r, farmer) A sameAs(?o0p, access)

— is_Permitted(?a)
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@ The data producer has little to no control over his loT data once
shared, and data requesters don’t have the ability to trace the
source of the asset as well as its processing history to tailor it to
their business needs.

@ Place agents at the core of a distributed solution : data producers
set the requirements that service providers need to respect to be
able to use their assets.

@ Semantic model rule manager and usage control policy and as a
security preservation mechanism for loT applications.

® Our solution is being developed in an ongoing smart agriculture
research project.
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Smart agriculture

Our solution

Community

| Usage control policy

Data sharing

i License generation Data sharing
Data F::::::===========:::==?_======: \

1
collection i Provenance generation Data
e ' | collection
Data publisher Data consumer
I.Il
e B i
Farmer public/private Farmer public/private
organisations organisations

A14



