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Context

▪ Implementation of a decentralized architecture allowing the sharing and
traceability of information.

▪ Design and develop a dynamic usage control policy (i.e. able to adapt
according to the context), to address data governance issues in IoT
environments.

▪ Generate licenses that stay attached to an observation.
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Context

▪ Implementation of a decentralized architecture allowing the sharing and
traceability of information.

▪ Design and develop a dynamic usage control policy (i.e. able to adapt
according to the context), to address data governance issues in IoT
environments.

▪ Generate licenses that stay attached to an observation

Information security requirements

Semantic interoperability, data governance, digital commons



Contextual usage control 
management

▪ Modeling a usage control model within OrBAC

▪ Exemple of a usage control role
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Contextual usage control 
management

OrBAC Model SWRL rules

Translation model
- IdSM Ontology
- RDF & OWL
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Contextual usage control 
management

OrBAC Model SWRL rules

Translation model
- IdSM Ontology
- RDF & OWL
- Inference

engine

▪ Translation model

Data publisher License

Defines
usage policy

Generate

▪ License generation on three layers

IdSM-O

Vocabulary

SWRL

License

Depends on domain
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IdSM Ontology overview
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The system architecture
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Conclusion

The data producer has little to no control over his IoT data once
shared, and data requesters don’t have the ability to trace the
source of the asset as well as its processing history to tailor it to
their business needs.

Semantic model rule manager and usage control policy and as a
security preservation mechanism for IoT applications.

Place agents at the core of a distributed solution : data producers
set the requirements that service providers need to respect to be
able to use their assets.

Our solution is being developed in an ongoing smart agriculture
research project.
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ANY QUESTIONS ?
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Context

▪ Smart agriculture


