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Challenges

(i) Security

(ii) Semantic interoperability

(iii) Context awarness

(iv) Consider obligation and

prohibition

Context

500 B objects 

connected by 2030 [1] 

Access Control Semantic web 

Security mechanisms 

• RBAC [2] 

• ABAC [3] 

• OrBAC [4] 

• Ontolgies

• RDF

• SWRL[5]
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Modelization Process

▪ Exemple of a usage control role

▪ Modeling a usage control model within OrBAC

Fig. 1: OrBAC model
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Modelization Process

Fig. 2: IdSM Ontology overview
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Proposed Translation Model

OrBAC Model SWRL rules

Translation model

- IdSM Ontology

- RDF & OWL

- Inference engine

▪ Translation model: from OrBAC to SWRL

Data provider Licence

Defines

usage policy Generates

Fig. 1: Translation overview
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Proposed Translation Model
▪ From OrBAC to SWRL: context free



27th International Conference on Knowledge-Based and Intelligent Information & Engineering Systems

Athens, Greece, 06-08 September 2023



27th International Conference on Knowledge-Based and Intelligent Information & Engineering Systems

Athens, Greece, 06-08 September 2023

Proposed Translation Model
▪ From OrBAC to SWRL: context-aware rules

A- The definition of an OrBAC rule:

B- Information retrieval and storage in JSON:



C- Context treatment: 



Application: Smart Agriculture
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R1 ≡ Permission(′Farm′,′ farmer′,′ access′,′ water_meter′,′ europe_context′)

Role = ”farmer”

Activity = ”access”

View = ”water meter”

Name context = ”europe_context”

Expression context = ”hasLocation(?s,’Europe’)”

A data provider is a farmer that wants his water meter observation to be accessible for all 
the farmers located in Europe.

Step 1 : OrBAC rule

Step 2 : JSON building 
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Step 3 : express context activation

idsm:Operation(?op) ∧ idsm:hasSubject(?op,?subject) ∧ idsm:hasAction(?op,?action) ∧
idsm:hasObject(?op,?object) ∧ idsm:hasLocation(?subject, ”Europe”) ∧ swrlx:makeOWLThing(?h,?op)

→ orbac:Hold(?h) ∧ orbac:hold subject(?h, ?subject) ∧ orbac:hold action(?h, ?action) ∧ orbac:hold object(?h,

?object) ∧ orbac:hold context(?h,”Europe context”)

Idsm:Operation(?op) ∧ idsm:hasSubject(?op, ?subject) ∧ orbac:empower(?subrole, ?subject) ∧ orbac: role

subrole(?role, ?subrole) ∧ orbac:Role(?role) ∧ sameAs(?role,”farmer”) ∧ idsm:hasAction(?op, ?action) ∧
orbac:consider(?subactivity, ?action) ∧ activity subactivity(?activity,?subactivity) ∧ sameAs(?activity,”access”) ∧
idsm:hasObject(?op, ?object) ∧ orbac:use(?subview, ?object) ∧ view subview(?view,?subview) ∧
sameAs(?view,”water meter”) ∧ orbac:Hold(?h) ∧ orbac:hold subject(?h, ?subject) ∧ orbac:hold action(?h, ?action) ∧
orbac:hold object(?h, ?object) ∧ orbac:hold context(?h, ”Europe context”)

→ is Permitted(?op) )

Step 4 : final rule to grant permission 



Proof of concept and experimental evaluation
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Fig. 3: Sequencing of the different modules Fig. 4: Evaluation of the translating model



Conclusion

27th International Conference on Knowledge-Based and Intelligent Information & Engineering Systems

Athens, Greece, 06-08 September 2023

• Consideration of contexts during the translation process,
• Flexibility of the model that allows it to be applied in a wide range of domains,
• Incorporation of inheritance for more concise and modular policy definitions,
• Implementation of a three-layer proof of concept to manipulate the model translation.

Perspective
• In the context of rule conflict avoidance, it is necessary to establish rule priorities at an abstract 
level in order to effectively manage conflicts that may arise between different rules. This involves 
defining a hierarchy of rules based on their importance or relevance to the specific problem or 
domain being addressed,
• Consideration of additional parameters such as organizations and obligations rules during the 
translation model,
• Possibility to include other ontologies in addition to IdSM as the input for the first layer.
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