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Abstract

The increasing volume of data in various environments such as IoT and the need to maintain data privacy and security have led
to the development of usage control models. Usage control policies are models that enable fine-grained access control over data
by enforcing restrictions on how users can use the data. Semantic mechanisms, on the other hand, use context and meaning to
identify potential security threats and prevent them from accessing sensitive information. Although not widely explored, merging
these two techniques could create an efficient mechanism to help ensure the confidentiality, integrity, and availability of critical data
and resources. This paper aims to encourage this research path by proposing a translation model that converts usage control rules
into SWRL. In particular, we consider during our approach the notions of context, permission and prohibition. The proposition
is validated by constructing a multi-layer proof of concept that use ontologies and OWL for implementing the translation model.
Furthermore, to ascertain the practicality of our approach, a time processing evaluation is conducted, and the results are found to
be satisfactory.
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1. Introduction

Nowadays, the distinctive focus on generating collaborations between smart devices to achieve efficient perfor-
mance, as well as the requirement for third-party involvement, exposes devices, actors, and the entire connected
system to potential security and safety issues. To address this, controlling and restricting access to resources is one of
the fundamental mechanisms used to restoring order and ensuring transparency [1]. Therefore, access control models
such as MAC [2], DAC [3] and RBAC [4] have emerged. These models are based on the establishment of a set of
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access control rules called *Permissions’ in the form of subject, object, and action. Permissions define which subject
or entity can access which object, and specify the actions that are allowed.

An anticipation of the need to introduce access and usage control mechanisms in the IoT and connected environ-
ments has been provided by various works in the literature such as [5] and [6], while also pointing out the challenges
of introducing these mechanisms on distributed architectures and constrained devices. Moreover, the distributed na-
ture of IoT networks leads to having several agents who do not share the same vocabulary nor the same roles, which
can thus disturb the description of common usage control polices. Web semantics tackles this problem by guarantee-
ing interoperability and providing the ability for one system to interact with the units of another entity and exchange
data with a shared and unambiguous meaning. This allows for knowledge recognition, computational reasoning, and
the aggregation of different information systems. To leverage the benefits of the semantic web and enable reasoning
deduction, one approach is to convert usage control rules into SWRL rules. SWRL (Semantic Web Rule Language)
[7] is a rule language that enables the creation of semantic web rules using the Web Ontology Language (OWL). By
expressing usage control policies as SWRL rules, it is possible to integrate them into a knowledge base that can be
reasoned over using automated reasoning engines.

The authors in this article continue their research in the field of efficient data management within connected envi-
ronments. During the analysis of the literature, it was noticed that despite the potential benefits of merging semantic
and access control rules, this integration has not been widely adopted, and the benefits are not being fully realized [8].
For instance, a Semantic Policy Language was developed in [9], but this engages the creation of a new rule formalism
based on XML that can be difficult to apprehend and adjust in already existing reasoning frameworks. Our proposal
is to develop a translation model that can convert Organization Based Access Control (OrBAC) [10] rules to SWRL
rules. SWRL is a well known rule language that is used to describe rules in the Semantic Web, while OrBAC is a
model that is used to define usage control policies.

The rest of the paper is organized as follows. In section 2, a motivating scenario is presented that will be used
through the rest of the paper. Background information are discussed in section 3 about existing semantic and access
control security-preserving solutions. Section 4 describes the OrBAC model, the IdSM ontology, and the motive
behind those choices. Section 5 explores in details the translation model process, while section 6 presents experimental
evaluation. Finally, we conclude with a discussion and some future work.

2. Motivating scenario

We consider a connected environment that involves multiple agents who need to share data with one another. The
agents could be individuals or organizations. For example, in smart agriculture, precision farming involves using data
from sensors, drones, and other sources to create detailed maps of fields, showing variations in soil moisture, nutrient
levels, and other factors. This data can be shared with state services and other stakeholders to develop more precise and
efficient public support practices such as financial aid estimation or anti-waste procedures examination. Additionally,
farmers can use available data to apply fertilizers and pesticides only where they are needed, reducing waste and
minimizing environmental impact. By sharing data and collaborating with experts in the agriculture industry, farmers
can improve their yields, reduce costs, and achieve greater sustainability in their operations.

Although this basic architecture is widely present in current ecosystems, there are still issues to be resolved. At this
point, one of the primary challenges is ensuring information security while allowing authorized access to data. This
requires a comprehensive security strategy, including access controls, encryption [11], and monitoring [12]. However,
it is crucial that a usage control express rules that not only grant authorization but also impose obligations and pro-
hibitions. Moreover, the usage control model must take in consideration the cultural and organizational differences.
Different organizations may have different data sharing practices, policies, and governance structures, which can create
friction when trying to establish data sharing policies. Furthermore, taking context awareness into account is essential
to ensure dynamic policies. Additionally, incorporating context awareness can increase efficiency by giving the oppor-
tunity for data consumers to assess the quality of a shared data and therefore grand them visibility on which data is the
most relevant regarding their goals. All these issues are taken into account in the Organization Based Access Control
(OrBAC) model. Another challenge is the ability for different systems and applications to work together and exchange
data seamlessly. Achieving interoperability requires standardization of data formats, protocols, and interfaces. Many
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ontologies were developed to tackle this problem and to describe as many various domains as possible, either by the
reuse of available ontologies [13][14][15], the alignment of ontologies [16], or ontology learning [17].

Considering all of the above, the following research questions emerge: (i) how to exploit usage control models
rather than traditional access control ones in order to still take into account the usage of resources even after granting
the access (ii) how to exploit the full potential of the semantic web to allow more efficient reasoning processes and
better access control expressiveness (iii) how to consider additional contextual factors, such as the data quality, the
value of an observation, or the location from which they are accessing the resource. Furthermore, permissions should
not be the only rule relied on to express control policies, but obligations and prohibitions as well. In the following
section, we describe our proposal which addresses all the three above-mentioned issues by building a conversion
model from OrBAC rules to SWRL.

3. Related work

Our contribution seeks to complement existing solutions that promote the adoption of access control and semantic
mechanisms to enhance security. These solutions can be broadly categorized into two types: those that focus on access
control or semantic mechanisms individually and those that combine both approaches for a comprehensive security
solution.

3.1. Access control and Semantic-based mechanisms: individual approaches

In [18], authors use ABE-enabled ABAC, an attribute-based model taking paradigms from ABAC models and
architectures to introduce attribute-based cryptographic elements for data privacy. They designed a conceptual archi-
tecture that use encryption and key generation algorithm to feed attribute and policy responses from the PDP when a
data consumption or data encryption request is submitted. Authors finally discuss the translation restrictions of ABAC
access policies to useful parameters in the encryption and decryption algorithm of ABE.

In [19], an attribute-based secure access control mechanism (SACM) is proposed for IoT-Health utilizing the federated
deep learning (FDL), where they manage to discover, using graph convolutional networks, the relationship between
users’ social attributes and their trusts. The authors evaluate their framework in IoT-enabled healthcare tested and
demonstrate its effectiveness.

Several semantic models are defined to enable interoperability between solutions from different providers and among
various activity sectors and environments [20]. Authors in [21] develop a privacy-preserving SRSE scheme for the
cloud environments using semantic-aware ranked search. They adopt the Latent Dirichlet Allocation topic model to
generate the topic-based semantic information-embedded vectors for documents and queried keywords using k-means
clustering algorithm. On the other hand, authors in [22] propose a multi-label semantics preserving based deep cross-
modal hashing (MLSPH) method. MLSPH firstly calculate semantic similarity of the original data, and then introduce
a memory bank mechanism to preserve the multiple labels semantic similarity constraints and enforce the distinctive-
ness of learned hash representations over the training batch. They experimented their model using several benchmark
datasets and obtained successful results.

3.2. Access control and Semantic-based mechanisms: combined approaches

Semantic Attribute-Based Access Control (SABAC) has emerged that takes into account the semantics of attributes
by combining ABAC with semantic technologies. Arshad et al. [23] provides a comprehensive summary of the con-
ducted research studies that is useful for researchers who want to enter and make contributions to this research area.
Furthermore, the paper identifies open problems and possible research entry points by demonstrating the advantages
and the challenges of this approach. Choi et al. proposes Onto-ACM (ontology-based access control model) [24], a
semantic analysis model that address the difference in the permitted access control between service providers and
users. The proposed model is a model of intelligent context-aware access for proactively applying the access level of
resource access based on ontology reasoning and semantic analysis method.

In [25], authors propose techniques for information security and privacy protection for Smart Spaces based on the
Smart-M3 platform. They build a security framework that consider a context-aware role-based access control scheme.
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The modeling of the access control scheme is done with ontological techniques and OWL, while the rules are set using
CLIPS. An evaluation is proceeded to measure the response time for the access requests and prove the efficiency of
the model.

Based on the semantic integration nature of XML data, [26] proposes a data access control model for users in big data
contexts. A global visual range of inverted XML structure is built through the semantic dependency between data and
the integration process. Evaluations shows good results and has high access efficiency.

4. Modelization process
4.1. The Organization Based Access Control Model

We have chosen to illustrate our approach using OrBAC as it is considered one of the most expressive access
control models available. However, it is important to note that our approach can also be applied to other access control
models.

In OrBAC, subject, action and object are concrete entities that are abstracted respectively into role, activity, and
view within an Organization. For instance, the relationship Empower (org,r,s) means that the organization org
employs subject s in a role r, Consider(org,activity,action) means that activity employs action, and
Use(org,v,o0) implies that the view v employs the object o. Thus, instead of modeling the policy using the concepts
of subject, action and object related to the implementation, the OrBAC model proposes to reason with the roles,
activity and view that are assigned in the organization.

OrBAC manage to automatically derive concrete rules from abstract rules using a security policy that is defined
within an organization. This policy is a set of rules (permissions, prohibitions, or obligations). These security rules are
not static in the sense that their application depends on the context, which is a concept that was explicitly introduced in
OrBAC. A context is a special condition between the subject, the object and the action linked by the Hold concept that
controls the activation of the rules expressed in the access control policy. For example, suppose that the organization
University defines in its security policy the following abstract rule: “the role professor is allowed to perform the
activity consult on the view scientific article at context academic-year”. Suppose now that the subject Bob plays the
role professor, the action select implements the activity consult, the object conference_paper.doc is used in the view
scientific article, and the current context is academic-year for the University. Then the concrete rule which can be
derived from the previous abstract rule is: Bob is allowed to select conference_paper.doc file.

For the previously mentioned example, the permission will be expressed as follows: Permis-
sion(’University’, researcher’, access’, conf_article’,’academic-year’). In the same manner, to express prohibition we
use Prohibition(’org’,’r’;a’,’v’, context’) and Obligation(’org’,’r’,’a’,’v’, context’, ' vcontext’) with ’context’ being the
context activation, and ’vcontext’ the context violation.

4.2. Semantic description using ontologies

In semantic web, an ontology is the result of an exhaustive and rigorous formulation of a domain conceptualization.
It’s a set of entities linked with eachother using object and data properties. IISM-O (IoT data sharing management
ontology) [27] is an ontology that tackles the scenario mentioned in the previous section by aligning OrBAC, SNN
and Prov-O ontologies into a new one and extends the result by adding data sharing description modules. We extend
the already existing model by adding new components to describe contexts, while remaining compliant with existing
standards. Indeed, we add the Hold concept already introduced in the OrBAC model to link a subject, action, and
object with a given context. Figure 1 shows the added features in regard of the already exiting IdSM modules.

The extensions are related to:

e Concepts: we add a class Context, to describe the context of a certain operation that depends on the domain.
To instantiate this entity, we create the class Hold that have the role to link the subject, action, and object with
the entity Context and create rules in case those contexts are activated. We also add the concept Operation
that link an Action, Object and Subject. In the case of data sharing management, Operation represents a
request for a certain action on a view.
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Fig. 1: IdSM overview

e Object properties: we use relations to link the different concepts with each other. Therefore, a Hold in-
stance is linked with the object, subject, action, and context using respectively hold_object, hold_subject,
hold_action, and hold_context.

To understand Fig. 1, let’s consider the following example. We define Sam as an individual of the orbac:Subject class
who has a weather sensor for his wheat field, which are respectively instances of the sosa:Sensor and orbac:View
classes. This sensor has two outputs, humidity and temperature. A usage preference rule is defined for the two outputs
of the device. The first rule grants full permission on the temperature observations of Sam’s wheat field to all other
farmers. The second rule gives permission to access the moisture content of his land only for consultation, and only
by people with the role of “researchers”. Alice and Bob are instances of orbac:Subject class who request to consult
both views (temperature and humidity) . Alice has the role of nursery worker, which is a sub role of farmer (instance
of orbac:Role). Bob has the role researcher. By expressing those requests and Sam’s usage preference using OrBAC
rules, and by translating those rules to SWRL, rule engine can be used to deduce that Alice request to access the
temperature observation and Bob request to consult the humidity observation is granted. Therefore they can access
the instances of the idsm:Package class.

5. Proposed model: translation from access control rules to SWRL

To translate access control rules into SWRL rules, we go through three main steps: writing the rule using the access
control model, retrieval of the main information using JSON, and the building of the SWRL rules. The frames below
describe these steps.

5.1. Non-contextual rules

Traditional access control rules do not take in consideration contexts nor prohibition or obligation. Therefore, the
policy rule format that we fall back to for most of access control models is :

R1 = Permission({the_role),(the_activity),(the_view))

Predicate logic is a formal system that uses predicates and quantifiers to express relationships between objects,
properties, and concepts. The rule R1 can be interpreted in predicate logic as follows:

Vs,¥Yo,VYa,Vr, Vv,V aPermission(r, a, v) A empower(r, s) A use(v, o) A consider(a, @) = is_Permitted(s, @, 0)
To translate this into SWRL rules, we derive the needed information using a JSON structure.
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Rule = "permission”
Role = "’the_role”
Activity = “the_activity”
View = "the_view”
Name_context ="
Expression_context =

33 99

Finally, we build the final SWRL rule interpretable by reasoners. In our translating model, we incorporate the
concept of inheritance to efficiently manage permissions and restrictions for role, object, and action concepts. By
leveraging inheritance, we can establish hierarchical relationships between these concepts, allowing permissions and
restrictions to be inherited by sub-roles, sub-objects, and sub-actions. This minimizes the need for duplicative or
redundant access control rules, simplifying the management of access control policies and reducing the risk of errors
or inconsistencies. This model remains unchanged and therefor applicable for all domains, except for the content
highlighted in bold, which varies based on the information extracted from the access control rule.

idsm:Operation(?op)

A idsm:hasSubject(?op, ?subject) A orbac:empower(?subrole, ?subject)
A orbac:role_subrole(?role, ?subrole) A orbac:Role(?role) A sameAs(?role,(the_role))

A idsm:hasAction(?op, ?action) A orbac:consider(?subactivity, ?action)
A orbac:activity _subactivity(?activity,?subactivity) A sameAs(?activity,(the_activity))

A idsm:hasObject(?op, ?object) A orbac:use(?subview, ?object)
A orbac:view _subview(?view,?subview) A sameAs(?view,(the_view))

— idsm:is_Permitted(?op)

Operation refers to a request made by a certain subject, to do a certain action on a certain object. An instance of
operation will represent the bridge between a given domain and access control features ’subject’, ’action’ and ’object’,
using respectively the relations “hasSubject’, "hasAction’ and "hasObject’. In the same way, ’subject’, ’action’ and
"object’ are respectively linked with ’roles’, ’activity’ and ’view’ using the object properties ’empower’, ’consider’,
and ’use’.

5.2. Context aware rules for access control policies

Some access control policies add contextual features to existing BAC models. For instance, OrBAC use contexts
to provide a more adaptive and dynamic approach, which allows it to evolve into a usage control model that goes
beyond traditional access control. Furthermore, OrBAC enables more expressiveness by considering obligations and
prohibitions in addition to permissions. Therefore, we opted to construct our translation model based on it since it’s
one of the access control models with the most extensive coverage.

The logical process is carried out in three main steps.

A- The definition of an OrBAC rule: this rule is similar to the one we previously saw in Section 4.1, but with the
addition of context. By considering contextual factors that may impact the rule’s application, we can ensure that it is
enforced appropriately and consistently. Incorporating context into rule design and enforcement can help to improve
overall system performance and ensure that rules are tailored to specific situations. This can help to prevent errors and
inconsistencies, as well as ensure that resources are used efficiently and effectively.
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R1 = Permission({no_org), (the_role), (the_activity), (the_view), (the_context))

B- Information retrieval and storage in JSON: information retrieval can be effectively implemented using JSON,
which is a lightweight data interchange format that is easily readable and writable by both humans and machines. We
retrieve the rule type (permission, obligation, or prohibition), OrBAC attributes, and the context expression that will
trigger a certain policy. This context expression can be related to a location, time, or physical surrounding.

Rule = ”permission”

Role = "’the_role”

Activity = “’the_activity”

View = "the_view”

Name _context = “the_context”
Expression_context = "logical_conjunction ”

C- Context treatment: we first proceed to express under which circumstance the context is considered to be
activate. This expresion is dynamic and will depend on each domain, user, and ontology entities :

idsm:Operation(?op)

A idsm:hasSubject(?op, ?subject) A idsm:hasAction(?op, ?action) A idsm:hasObject(?op, ?object)
A logical_conjunction

A swrlx:makeOWLThing(?h,?op)

— orbac:Hold(?h) A orbac:hold_subject(?h, ?subject)A orbac:hold_action(?h, ?action) A orbac:hold_object(?h,
?0bject) A orbac:hold_context(?h,(the_context))

The final step is to build an SWRL rule to grant permission in case the context is activated.

Let’s apply this on our scenario. Let’s assume a data provider is a farmer that wants his water_meter observation
to be accessible for all farmers as long as they’re located in Europe. The OrBAC rule regarding this policy and the
extracted information are:

R1 = Permission( Farm', farmer’', access’, water_meter’,’ Europe_context’)

Role = ’farmer”

Activity = "access”

View = "water_meter”

Name _context = "Europe_context”
Expression_context = “hasLocation(?s,”Europe’)”

Using the IdSM ontology and the previously presented steps, the SWRL rule derivation to express context activation
is as follows:

idsm:Operation(?op) A idsm:hasSubject(?op,?subject) A idsm:hasAction(?op,?action) A
idsm:hasObject(?op,?object) A idsm:hasLocation(?subject, ”Europe’) A swrlx:makeOWLThing(?h,?op)
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idsm:Operation(?op)

A idsm:hasSubject(?op, ?subject) A orbac:empower(?subrole, ?subject)
A orbac:role_subrole(?role, ?subrole) A orbac:Role(?role) A sameAs(?role,{the_role))

A idsm:hasAction(?op, ?action) A orbac:consider(?subactivity, ?action)
A activity _subactivity(?activity,?subactivity) A sameAs(?activity,(the_activity))

A idsm:hasObject(?op, ?object) A orbac:use(?subview, ?object)
A view _subview(?view,?subview) A sameAs(?view,(the_view))

A orbac:Hold(?h) A orbac:hold_subject(?h, ?subject) A orbac:hold_action(?h, ?action)
A orbac:hold_object(?h, ?object) A orbac:hold_context(?h, (the_context))

— idsm:is_Permitted(?op)

Fig. 2: The rule that grants permission as the final step

— orbac:Hold(?h) A orbac:hold_subject(?h, ?subject) A orbac:hold_action(?h, ?action) A orbac:hold_object(?h,
7object) A orbac:hold_context(?h,”Europe_context”);

The final rule to grand permission in case of a successful match is:

Idsm:Operation(?op) A  idsm:hasSubject(?op, ?subject) A orbac:empower(?subrole, ?subject) A or-
bac:role_subrole(?role, ?subrole) A orbac:Role(?role) A sameAs(?role,’farmer”) A idsm:hasAction(?op, ?action) A
orbac:consider(?subactivity, ?action) A activity_subactivity(?activity,?subactivity) A sameAs(?activity,’access”)
A idsm:hasObject(?op, ?object) A orbac:use(?subview, ?Tobject) A view_subview(?view,?subview) A
sameAs(?view,’water_meter”’) A orbac:Hold(?h) A orbac:hold_subject(?h, ?subject) A orbac:hold_action(?h,
7action) A orbac:hold_object(?h, ?object) A orbac:hold_context(?h, "Europe_context”)

— is_Permitted(?op) )

To apply the same permission model to prohibited policies, we simply need to change the rule type from ”permis-
sion” to “prohibited”. After making this modification, we can apply the same approach that was used for permission
policies. An example of a prohibition rule would be for a farmer to not want his observations shared with anyone
during drought periods. This could be implemented as a “prohibited” rule in the permission model, where the oper-
ation that represents this subject, action, and object is denied during the specified period using is_Prohibited. On
the other hand, obligation rule refers to the requirement for users or entities to comply with certain rules, policies,
or regulations in a certain context. The rule takes into account (context_violation) which is an additional condition
that make a particular subject violates the defined context constraint. Although developing a translation model for
obligation rules is achievable and does not require significant deviation from what we did with permission and pro-
hibited policies, we chose not to pursue it in this paper. Our main focus is to proof that we’re able to convert OrBAC
to SWRL, we therefore consider that obligations is an added level of expressiveness that is not mandatory at this stage
of developement but will be adressed in future work (see Section 7 for perspectives).

6. Proof of concept and experimental evaluation
Based on the model defined in the previous section, we created a proof of concept to automatize the three main

steps for translation rules. As shown in Fig. 3, this model consists of three layers: an ontology, the domain-specific
vocabulary, and the generation of SWRL rules from usage control rules. The initial step involves providing an
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ontology (OWL file) that describes a specific domain as input. Subsequently, the vocabulary layer is in charge of
providing instances of concepts and relations defined in the ontology. Lastly, the translation process takes place
in the final layer. We developed this model using Java and JavaFX for vocabulary and access control rules instantiation.

Due to its focus on data management, IISM-O already addresses access control considerations and can be applied
to a broad array of fields. As such, we employ it as the standard input for the first layer. Nevertheless, since this proof
of concept can manage different imports with no issues, we can anticipate the inclusion of additional ontologies that
describe a certain vocabulary in a specific domain. This auxiliary ontology would then be added as an import, and its
specific concepts can be used in addition to IdSM-O access control modules. This expansion of ontological resources
enhances the versatility and adaptability of the system to meet domain-specific requirements.
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Fig. 4: Evaluation of the translating model

Fig. 3: Sequencing of the different modules

We conduct some experiments to measure the performance of this proof of concept. We evaluate the response time
required to translate a number of rules. The response time is measured from the moment the ontology is loaded to the
moment the generated SWRL rules are added to a final OWL file that contains the ontology, vocabulary, and rules,
ready for inference reasoning and deductions.

We observe that this proof of concept can support a large number of translation requests within reasonable processing
time. Indeed, the response time does not exceed 2 seconds even for 6000 rules.

7. Conclusion and perspectives

By integrating Semantic Web technologies with access control mechanisms, it becomes possible to apply access
control policies dynamically based on the context of the resource being accessed. In this paper, our main contribution
is the translation process of OrBAC rules into SWRL rules in order to allow the definition of more expressive access
control policies. The main benefits of this work are:

e consideration of contexts during the translation process,

o flexibility of the model that allows it to be applied in a wide range of domains,

e incorporation of inheritance for more concise and modular policy definitions,

e implementation of a three-layer proof of concept to manipulate the model translation.

In terms of perspectives, several current limitations must be studied in future works:

o in the context of rule conflict avoidance, it is necessary to establish rule priorities at an abstract level in order to
effectively manage conflicts that may arise between different rules. This involves defining a hierarchy of rules
based on their importance or relevance to the specific problem or domain being addressed,

e consideration of additional parameters such as organizations and obligations rules during the translation model,

e possibility to include other ontologies in addition to IdSM as the input for the first layer.
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