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Building 
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Implementation EvaluationGeneral context

Reliability and trustworthiness of exchanged data

Security concerns:

• Data providers have little to no control over their IoT data once 
shared, and therefore quickly lose his authority

• data consumers can’t assess the quality of the received data

• Semantic interoperability
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Building MMO Implementation Evaluation

General context

General context

• Metadata enables easier data discovery, and can help increase 
understanding of a given information.

• metadata must capture operational and contextual information such 
as provenance, access control, usage constraints, and applied 
transformations.

• no universally accepted formalism  Semantic interoperability

Metadata
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Design methodology: MethOntology

Specification and knowledge phase:

• Ontology specification’s 
goal is to identify the set 
of important concepts 
to be represented.

• Identifying and defining 
the basic concepts for 
the description of data 
security requirements to 
enable its integration 
into reasoning 
frameworks

Building MMO Implementation Evaluation

General context

General context
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Implementation Evaluation

Design methodology: MethOntology

1- Specification and knowledge phase:
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Design methodology: MethOntology
Implementation phase:

https://git.univ-pau.fr/munier/mmo

C1: IdSM-O
Implementation Evaluation

General context

General context Building MMO

https://git.univ-pau.fr/munier/mmo
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1- Ontology integration with existing ontologies

Scenario: sensors distributed across various neighborhoods collect 
environmental data such as CO2 concentration, with each 
ssn:Observation enriched using the MMO ontology to enhance semantic 
context. 

C1: IdSM-O

Implementation EvaluationGeneral context Building MMO



12

1- Ontology integration with existing ontologies

Scenario: sensors distributed across various neighborhoods collect 
environmental data such as CO2 concentration, with each 
ssn:Observation enriched using the MMO ontology to enhance semantic 
context. 

SWL rule:

C1: IdSM-O
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C1: IdSM-O

Implementation EvaluationGeneral context Building MMO

Infers
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2-  Scalability

C1: IdSM-O

Implementation EvaluationGeneral context Building MMO

OWLAPI and SWRLAPI.  50% of the observations 
return false, and 50% return true  
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FUTURE WORK

• We advocate for the use of metadata as a trust metric in 
distributed systems.

• A lightweight ontology designed to unify the representation of 
metadata across heterogeneous systems.

• Validate the ontology’s semantic coherence and logical 
consistency through structural metrics and rule-based 
reasoning.

CONCLUSION

• Enhance provenance representation
• Assessing dataset quality is critical to ensuring the reliability 

of model outputs.
• AI explainability.
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Thank you! 
Any questions?
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C1: IdSM-O

Implementation Evaluation

General context

General context Building MMO

1- Ontology correctness
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