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> Reliability and trustworthiness of exchanged data

Security concerns:

* Data providers have little to no control over their IoT data once
shared, and therefore quickly lose his authority

* data consumers can’t assess the quality of the received data

* Semantic interoperability
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Metadata

* Metadata enables easier data discovery, and can help increase
understanding of a given information.

* metadata must capture operational and contextual information such
as provenance, access control, usage constraints, and applied
transformations.

* no universally accepted formalism - Semantic interoperability
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Design methodology: MethOntology
Specification and knowledge phase:

* Ontology specification’s
goal is to identify the set
of important concepts
to be represented.

 Identifying and defining
the basic concepts for
the description of data
security requirements to
enable its integration
into reasoning
frameworks
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Name: Metadata Management Ontology (MMO)

Domain: Metadata quality, trust, and data governance.

Purpose: The ontology aims to provide a lightweight, extensible, and
semantically rich model for describing, structuring, and reasoning over
metadata across heterogeneous systems. Its main goal is to enable in-
teroperability, traceability, and trust by formally representing key meta-
data dimensions (descriptive, structural, administrative, temporal. and
. provenance). MMO supports security-sensitive applications by ensuring
DESlg n mEthOdOIOgy: MEthontOIOgy semantic transparency, provenance tracking, and auditable data flows to
strengthen integrity and accountability.

. . Level of formality: Formal (OWL ontology).

1- Specification and knowledge phase: Scope:

¢ Keywords: Metadata, semantic interoperability, provenance, data

* Ont0|09y SpeCiﬁcation’S quality, trust, ontology alignment, security, traceability.
gOaI IS To Identlfy the set e Core concepts: Metadata, Data, Deseriptive metadata, Structural
of im portant concepts metadata, Administrative metadata, Provenance, Access rights,
to be representEd. Temporal metadata, Dynamic metadata.

e Properties: include: hasMetadata (linking data instances to

Identlfy.lng and deflnlng metadata elements), label (textual descriptor), value (literal value
the basic conce PtS for of metadata), hasProvenance, hasAccessRights, and hasFrequency.

the description of data
security requirements to

enable its integration
into reasoning e Data Catalog Vocabulary (DCAT)

frameworks e W3C Provenance Ontology (PROV-O)

Source of knowledge:

e Dublin Core Metadata Initiative (DCMI)

e Semantic Sensor Network Ontology (SSN)

e Prior works on metadata and security ontologies (e.g., IdSM-0,

LIoPY, UCO)

Firure 2: Metadata Manasement Ontoloey (MMO) reqguirement specification doeument
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Design methodology: MethOntology https://git.univ-pau.fr/munier/mmo
Implementation phase:

Classes Object properties Classes Object properties Data properties
Class hierarchy: Object property hierarchy: owl-topObjectProperty =105

@ Iﬂ-; X O Data property hierarchy:

v @ owl:Thing . 9
@ Data - hasMetadata VW owltopDataProperty
v-- @ Metadata - |abel
_ ..... . Al:tlll‘ﬂt‘j' L Bl value
..... . Author
..... . m“m

v @ Provenance
@ CreationDate
@ Creator
@ ModificationDate
..... . PIII'DO%
v-- @ Structural
@ Encoding
@) Format
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https://git.univ-pau.fr/munier/mmo
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1- Ontology integration with existing ontologies

Scenario: sensors distributed across various neighborhoods collect
environmental data such as CO2 concentration, with each
ssn:Observation enriched using the MMO ontology to enhance semantic
context.
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1- Ontology integration with existing ontologies

SWL rule:

-~

Scenario: sensors distributed across various neighborhoods collect
environmental data such as CO2 concentration, with
ssn:Observation enriched using the MMO ontology to enhance semantic

context.

each

ssn:0bservation(?obs) A mmo:hasMetadata(?obs,
meta) A mmo: Frequency (?meta) A
mmo:value(?meta, ?7v) A swrlb:greaterThan(?v,
@.7) A ssn:madeBySensor(?obs, 7?sensor) A
ssn:detects(?sensor, ?stimulus)

— ssn:isProxyFor(?stimulus, :HighFregProperty)

A A A ¢
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:C02_obs rdf:type ssn:0Observation .
:C02_meta_frequency rdf:type mmo:Frequency ;
mmo:value "0.9" xsd:float .

:C02_obs mmo:hasMetadata :C02_meta_frequency .
:C02_obs ssn:madeBySensor :C02_sensor .
:C02_sensor ssn:detects :C02_stimulus .

A A A -
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:C02_obs rdf:type ssn:0bservation
:C02_meta_frequency rdf:type mmo:Frequency ; Infers
mmo:value "0.9" xsd:float
:C02_obs mmo:hasMetadata :C02_meta_frequency
:C02_obs ssn:madeBySensor :C02_sensor .
:C02_sensor ssn:detects :C02_stimulus .

v
m Arc Types
m .
[E’. Observation }—-.ﬁ:—— # CO2_obs }— > @ :gz—me"a—f"eq”e s Blarint
Vv v = detects
@ ! . v = detects (Domain>Range)
] " Sensor J D> —‘ # CO2_sensor ’ —
. : v = has individual
| |
,{7 ;L v == has subclass
i v = hasMetadata
‘@. Stimulus —D—[ # CO2_stimulus ] v = isProxyFor
i v madeBySensor
\[ v = madeBySensor (Domain>Range)
E” HighFregPropert
Yy
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2- Scalability OWLAPI and SWRLAPI. 50% of the observations
return false, and 50% return true

Response time vs Number of observations
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CONCLUSION

 We advocate for the use of metadata as a trust metric in
distributed systems.

* Alightweight ontology designed to unify the representation of
metadata across heterogeneous systems.

* Validate the ontology’s semantic coherence and logical

consistency through structural metrics and rule-based
reasoning.

FUTURE WORK

* Enhance provenance representation

* Assessing dataset quality is critical to ensuring the reliability
of model outputs.

* Al explainability.
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1- Ontology correctness

Ontology Correctness Ontology Quality
Accuracy | Completeness | Conciseness | Computational Efficiency | Adaptability
Schema metrics
Attribute richness 0.34 — - - -
Inheritance richness 1.08 - - - -
Relationship richness 0.44 - - - -
Axiom/class ratio - 7.45 — — —
Graph metrics
Absolute sibling cardinality - - - - 20
Absolute depth - - - 74 -
Total number of paths - - - 32 -
Class metrics
Class inheritance richness 5 - - - -
Class children count - - 4 - -
Knowledgebase metrics
Average population - - - 0.3 -
Class richness 0.25 - - - -

Table 1: MMO evaluation document
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